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RSE & PSHE > Upper KS2 > Y6 Safety and the changing body
> Lesson 2: Critical digital consumers

* To start to become a discerning consumer
of information online.

* | understand that not everything | read
online is true.

* | can explain some ways | can check if
something is true.

* | can explain some signs that a news
story is fake.

people as the basis for their passwords.)

Show on your interactive whiteboard

very obvious and easily guessed.

2. Display the Presentation: Digital consumers.

Have ready

* Presentation: Digital consumers (see
Attention grabber).

» Computers or laptops with internet access
- enough for one per pair of pupils.

* A copy of the Google forms quiz on link:
'Fun personality quiz' or your own version.
* Download the 'The Guardian - Spotting
fake news' (you will need to register first
and the stories are within the lesson plan).
* Link: 'The Guardian - Newswise Navigator
2020'.*

* Link: 'BBC - Real or fake news'*

* Link: 'CBBC - Horrible histories fake news
song'.*

¢ Link: 'Interland Reality River'.*

* Link: 'Google - How Google's featured
snippets work'.*

* Link: 'Google'.*

* Link: 'Kiddle'.*

* Link: 'DuckDuckGo'.*

Print

* News stories 1 and 2 from link: 'The
Guardian - Spotting fake news' - one copy
per pair of pupils.

1. Share with the class either the quiz on link: or your own quiz. Ask children what they
thought of the questions it asked. (The questions provide answers that are commonly used by

3. Show slide 2 and explain that birthdays, pet names, addresses and nicknames are often
used as our passwords. It is better to choose something else, however, as these words can be

4. Display slide 3 and explain to the children that, although it can be difficult to remember long
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passwords, it is important that we do not write them down somewhere obvious.

If we are on a password-protected computer, we could ask the browser to remember the
password for us.

Ask the children if they have seen a pop-up message asking if they are happy for the browser
to remember their password. Remind pupils that they should always read pop-ups before
closing them.

We could also keep passwords in a security-locked document or use a special tool that stores
all passwords for you behind one application.

5. Remind the children that they should change a password immediately if:

e They think someone has had access to it, even if that person is a friend.
e They believe that their password has been shared, stolen or lost.

6. Explain that it is important to keep our apps and software up to date, as these updates often
include enhanced security. Refer back to the quiz (link: or your own quiz) and remind the
children that sometimes we share information such as the name of our first pet, without
meaning to. It is important that we check the privacy settings within apps to make sure that
we are not sharing too much information publicly.

7. Display slide 4 and explain that most apps and websites have terms of service that you
must agree to when you first sign up to them. These terms of service govern things such as:

e The rules you must follow when using the app or website.
e Consequences of not adhering to these rules.

e Copyright.

e Payment information.

e How they can use your information.

Remind the children that the terms of service are based on what is appropriate for people of
the age allowed to use the app or website (for example, some social media sites). If you
access an app or website when you are underage, you will not have the protections that are
appropriate for your age.

6. Explain that sometimes scams will target us by offering us prizes or information that might
interest us. These scams may be phishing for password information or looking for an
opportunity to install spyware onto our computer to find out our financial information. This also
includes ‘too good to be true’ online offers, advertising and fake product sales designed to
persuade people to part with money for products and services that do not exist.

1. Display slide 5. Show the children how ‘search engines’ provide a quick and efficient way to
search for items online. In an internet browser, such as Chrome or Internet Explorer, go to a
‘search engine’ such as 'Google', 'Kiddle' or 'DuckDuckGo' and type in the search words, ‘best
games of the year for children’.

2. Display slide 6 and show the children how advertisements usually appear at the top of a
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search. Explain that we know a search result is an advertisement because it will be signposted
with either ‘Ad’ or ‘Sponsored’, depending on the search engine or site you are on. Look at the
search results for, ‘best games of the year for children’ and give the children time to discuss
whether the first results displayed are an accurate representation of the best games of the
year for children.

3. Display slide 7 and explain that after advertisements some search engines may show a
‘snippet’. A featured snippet provides a quick answer or summary. These are usually present if
the search results have been requested by a question. See the link 'Google - How Google's
featured snippets work' for more information on how Google uses snippets.

Again, ask the children if this snippet information is more reliable. Discuss how the snippet
information may be more reliable than the advertisements, but make sure the children
understand that they still need to check the website for bias and authenticity.

4. Display slide 8 and explain that after the advertisements and snippets, the rest of the
search results are displayed. Discuss how the children should not assume that everything they
read is reliable and that they need to check the source. If you wish to, you could demonstrate
searching on a search engine for something such as the current topic you are studying with
your class, and see if the children can identify the different results shown.

5. Play the song on the link: 'CBBC - Horrible histories fake news song' and discuss with the
children how fake news has always happened but that today it is much easier to share
because of the internet and mobile devices.

Discuss some of the reasons fake news might exist, such as:

e People making things up for fun.
e People making things up to suit their own purposes.
e People getting information wrong.

Recently the phrase ‘fake news’ has broadened, with high profile people using it when they
disagree with something that has been said about them to try and persuade people it is not
true, rather than its actual meaning about the propagation (spread) of fake information.

Explain to the children that as they start to consume more information online, it is important
that they can identify fake news and evaluate whether they think something they are reading
or seeing is true.

6. Open the link: 'The Guardian - Newswise Navigator 2020' and talk through each point as a
class. Leave the checklists displayed on the board. When discussing the ‘check’ point, ask the
children to name some reliable sources they are aware of where they can fact check
information. Explain that they should check what they have seen or read in three different
places to check a story’s validity.

Explain to the children that, based on websites we have visited, we can be targeted by fake
news stories or adverts that are related to our interests. For example, if we search for one of
our favourite singers, we might then see an advert for a fake news story about them or be
targeted by an advert for clothes that look like theirs.

7. Hand out to each pair of pupils printouts of the news stories 1 and 2 from link: 'The
Guardian - Spotting fake news' (you need to register to access the resources). Ask the
children to work in their pairs to identify whether the stories are fake or not, and to justify their
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opinions.
Ask the children to give feedback on how they came to their conclusions.

8. Ask the children if they have heard of the term ‘influencers’. Explain that influencers can
often be paid by companies to say that they like something and to express an opinion about a
product that they might not actually agree with. Ask the children if they think this is fair?

Explain that influencers are meant to say in a post or story if they are being paid or have been
given a product for free to promote it, but not all influencers do this in practice.

Ask the children if they would be more likely to buy something if their favourite celebrity says
they like it. Just like fake news, these opinions can be damaging, especially as sometimes the
influencers may not really know about the product they are advertising and may just be
promoting the produce for money.

Key questions

e What do we mean by the term ‘fake news’?

Why might someone choose to claim something is ‘fake news’ even if it is true?
How can we check for fake news?

Does the story come from a trustworthy source you have heard of?

Has the same story been shared elsewhere?

Does the website look trustworthy?

Is the article written well, with accurate spelling and punctuation?

Is the story reporting facts, not just the writer’s opinion

Are the facts and opinions supported by evidence?

1. Complete the fake news quiz as a class on the link: 'BBC - Real or fake news'. Discuss how
difficult it can be to spot.

2. Display slide 9 and discuss why someone might want to create accessible fake news
webpages or send fake emails. Explain that someone might want to:

e Access your computer or your email account to take your information.

e Trick you, also known as scamming, into sending personal information that might allow
them to access your bank accounts or other important personal data. When someone
sends an email trying to trick you into giving them personal information, it is called
‘phishing’. The culprit is literally phishing for your information.

3. Display slide 10. Ask the children to get into pairs and sign into computers/laptops. Provide
children with the web address: (https://beinternetawesome.withgoogle.com/en_uk/interland)
to the Google online adventure game: 'Interland Reality River'. This game teaches children the
key lessons of internet safety and how to avoid scams and phishing emails.

In their pairs, the children should discuss the different answers together as they go along.



https://www.bbc.com/ownit/the-basics/real-or-fake-news-quiz?collection=secrets-of-the-internet
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» fake news * reliable sources

Pupils needing extra support: May need
support to complete the quizzes. In the ‘fake
or not’ quiz, they can just decide if the story
is true or false.

Pupils working at greater depth: In the
quiz, children can be asked to write down why
they thought stories were true or false.
Pupils with secure understanding
indicated by: Understanding some ways to
check that a news story is real.

Pupils working at greater depth
indicated by: Able to identify some features
of a fake news story and why these exist.
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