RSE & PSHE > Upper KS2 > Y5 Safety and the changing body
> Lesson 2: Staying safe online
Primary”

* To learn about staying safe online. Note
* | can identify possible dangers online. Have ready
* | can suggest ways to stay safe online. * Computers/laptops for research.
* | can use the web to find information * Activity: Online safety questions -
about staying safe online. possible answers (for the teacher).
¢ Link: 'NSPCC Lucy and the boy' on
VideoLink.
e Link: 'BBC - Newsround - Staying safe
online'.*
¢ Link: 'NSPCC - Keeping children safe
online'.*
* Link: 'Common Sense Education - Internet
safety'.*
Print

* Activity: Online safety questions (see
Classroom resources) - one per pupil.

* Activity: Storyboard template (see
Classroom resources) - for pupils needing
extra support.

* Activity: Online safety questions -
possible answers (see Classroom resources)
- one for the teacher.

1. Show the children the video: on VideoLink and ask them to write down any key messages as
they watch.

Discussion

2. Ask pupils to share their thoughts from the video and their understanding of online dangers
and how to avoid or overcome issues.

Discuss:

e What type of things does Lucy share?

e Why might it not be a good idea to share photos or private information online?

e What do you think Lucy should have done when the boy first messaged her?

e Was the boy who he said he was? How can we be sure people are who they say they are
online?

e Who could help Lucy at school and at home?

e If Lucy were in your school who should she talk to? (Examples include: trusted adult,
teaching assistant, teacher, pastoral lead.)
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3. Remind pupils that people can pretend to be anyone they want online and they can even
copy someone else’s information and pretend to be them.

In this video, the man used someone else’s picture to pretend to be a much younger boy. Ask
pupils to think about another way someone could use a fake profile to cause problems online.

Look out for anyone that was unsettled by the video and give them appropriate reassurance.
As always, you know your class best, so if you feel that you want to spend a whole session just
discussing the content of the video, then do.

4. Create a mind-map of the issues raised by the video on the board for pupils to refer to in the
lesson. These may include:

e Talking to people online - people who are known or strangers.

e Social media - the portrayal of people, pictures, ideas or views.

e Online gaming - others being able to access and influence us by channelling into our
interests.

e Trolling - sharing unkind, offensive information about others.

e Cyberbullying - bullying on online platforms.

e Sharing images or videos - making sure we have other people’s consent and respond to
their requests to take images down.

Remind children about what giving their consent means. Explain that when Lucy shared
images online, she gave her consent for that person or persons (depending on privacy
settings) to view them.

Remind children that they always have the right to withdraw their consent if they change their
minds. However, this can be tricky online as even if the image, information or content is
removed there is no guarantee that it hasn’t already been reshared or downloaded. In this
scenario, for example, people may have already downloaded or taken a screenshot of Lucy’s
photo, so even if the site were to remove the image, it would only prevent the same thing from
happening in future and not remove the photo entirely from others’ devices.

Reiterate to pupils that if they wish to share information about others or content such as
videos or images which contain other people they must first seek to gain the consent of those
featured. If they are not absolutely certain that consent has been given they should not share
the content or they should clarify with the person in question.

Key questions

e Why should you only talk to people you know online?
e What should the girl have done differently in the video?

1. Explain to the children that they will be working in groups to create a storyboard for an
animation to help other children of their age learn about online safety issues and to give them
advice about how to stay safe online. Today they will be doing the planning and they will do
the actual animation in a separate lesson.

It doesn’t have to be one of the topics from today’s video. It could be something the children




have looked at in the past and think it would be important to discuss, such as keeping your
password safe or ignoring phishing emails.

The children will need to consider their audience and ensure that the content they are
planning is appropriate. Also, explain how important it is that the information is clear and
accurate. Stress that the animation should not scare people as this doesn’t help them to learn.

2. Explain to the children that to ensure the information within their video is helpful and
accurate, they will need first to do some research. Give them 15 minutes to do this research
and make notes to use in their animation.

You could have all pupils looking at the same websites at the same time, either on their own
computers or as a class, and sharing their thoughts, or you may prefer for pupils to complete
this aspect of the task independently.

Some helpful websites include:

e Link: 'BBC - Newsround - Staying safe online'.

These websites are also helpful but may work better if looked at as a class.

e Link: 'NSPCC - Keeping children safe online'.*
e Link: 'Common Sense Education - Internet safety'.*

Give each child a copy of the Activity: Storyboard template for them to plan out their
animations. Ask the children to leave the final box empty for the moment, so their story must
finish with scene 5.

Children needing additional support may find the Activity: Online safety questions useful to
help focus their thinking. Possible answers are available for teachers in Activity: Online safety
possible answers.

Key question

e What key messages about online safety do we want to share?

1. Invite some of the children to share their ideas for their animations, while the rest of the
class gives feedback on whether they think there is strong key message and if the idea is age-
appropriate.

2. Discuss where children can get help with online concerns. Ask the children to add this
information to the final box of their storyboard.

3. Remind children that if they feel unsafe or uncomfortable with anything that happens
online, it is important to talk to a trusted adult and report what has happened. Remind them
that they can usually use the report button on an online platform to report any problems or
suspicious online activity, as well as through organisations such as Action Fraud and the
Advertising Standards Authority.



https://www.bbc.co.uk/newsround/44074704
https://www.nspcc.org.uk/keeping-children-safe/online-safety/?utm_source=NetAware&utm_medium=redirect&utm_campaign=hub
https://www.commonsense.org/education/articles/23-great-lesson-plans-for-internet-safety

Key question

e Who can help with online problems?

* appropriate * sharing

e risk * danger

* private * consent

Pupils with secure understanding Pupils needing extra support: Can use the
indicated by: Identifying possible dangers Activity: Online safety questions to help focus
online, suggesting ways to stay safe, using their thinking.
the web to research relevant information. Pupils working at greater depth: Should
Pupils working at greater depth be challenged to undertake more extensive
indicated by: Suggesting further examples research to find detailed information about
of potential dangers online and ways of staying safe online.

staying safe.
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