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RSE & PSHE > Lower KS2 > Y4 Safety and the changing body
> Lesson 2: Share aware

* To understand the benefits and risks of
sharing material online.

* | understand that the internet can be a
useful way to share information.

* | can explain some of the risks of sharing
some images online.

* | know who | can talk to if | am worried
about anything that has happened online.

Display the Presentation: Share aware.

Show on your interactive whiteboard

people they would tell.

class.

Have ready

* Link: 'BBC list of organisations' - this is an
external website and we do not have
control over its content - please check
before showing to the children.

* Lined paper (one sheet per pupil).

* Pens or pencils (one per pupil).

Print

* Activity: Letter template (see Classroom
resources) - one per pupil.

* Activity: Letter template - support
version (see Classroom resources) - one per
pupil who may need extra support.

Hand out lined paper and a pen/pencil to each pupil.

Sharing information face-to-face or via telephone conversation

1. Display slide 2 of the Presentation: Share aware. Ask the children to imagine that they have
just heard some really good news and they want to share it. They can only do this, however,
by speaking to someone either face-to-face or on the phone. Ask them to write a list of all the

Ask each child to say how many people they have on their list. Record the numbers on the
board and then add them all up to gain a total. Then, work out the average number of people
each child told by dividing the total number added up by the total number of pupils in the

2. Display slide 3. Work out with the children how many people would know the news if every
person they told went on to tell the average number from the class. Repeat this calculation
once or twice to get a reasonably large number.

Discuss how quickly news can spread just by people talking to each other.

3. Display slide 4. Ask the children to imagine the good news was about them. How would they
feel about all those people knowing? Some children will think this is positive, others might be
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concerned. Discuss the range of feelings and acknowledge that they are all valid.
Sharing information via text message or internet

4. Display slide 5. Explain that you now want the children to think how many people might
hear the news if it were shared online via email or text. Go back to the number of people
children would tell the news to and then say each of those people shared the news by sending
it to everyone they have on their email or phone contacts.

Assuming each of those people have 50 contacts, ask the children how many people will now
have seen the news?

5. Display slide 6 and ask the children how this makes them feel.

6. The children may mention other ways of sharing online such as social media platforms and
you may wish to discuss this with them as this opens up even greater numbers of contacts.
However, do remind the children that 13 is the age you can legally have a social media
account.

Key questions

e How quickly can information spread without using the internet?
e How quickly can information spread using the internet?

Advantages of the internet

1. Discuss how being able to find information via the internet can be a positive. For example,
we can learn about news and events from around the world as they happen and keep in touch
with friends and family from across the world more easily.

2. Demonstrate this by using a search engine, such as Google or Kiddle, to research someone
famous.

3. As you are viewing the search results, ask the children about the sort of information they
can share and the sort of information that should be kept private.

Stress that we should not share personal information, such as our full name, the school we go
to, or our address.

Sharing information online

4. Refer to the scenario at the beginning of the lesson, and how easily information about us
can be shared with others online and via smartphones. Ask the children to discuss with a
partner an example of when we might want to do this.

5. Show slides 7 - 13 and discuss situations when it may or may not be okay to share
information online. The children should indicate whether they agree by giving a thumbs up or
thumbs down for each scenario. You may prefer to do this activity by asking children to stand
along an imaginary line in the classroom between ‘agree’ and ‘disagree’, particularly as some
scenarios may not have a clear-cut answer.




6. Ask the children why people need to think carefully about how content they post might
affect others and their feelings? After some feedback from the class, clarify that we need to
protect the privacy and feelings of others, such as by:

e Making sure we tell the person if we do not want them to share something. (For example:
“Do not share that picture of me online or on X social group”). Being assertive and
making your wants and needs clear to others’ is important.

e Listening to someone if they would like you to remove something and removing it from
platforms quickly. Make the children aware that they can change their mind and give and
take away permission for sharing.

e Asking or seeking permission before posting/sharing content that is about someone else
or even includes someone else, such as a photograph or video with someone else in it.

e Seeking a trusted adult’s opinion before posting/sharing content.

* Placing yourself in someone else’s shoes to develop an understanding of how they might
feel (empathy) before posting/sharing content.

e Ensuring unkind or unhelpful comments are not posted or shared about others.

e Reporting behaviour on the internet that makes them feel uncomfortable or unsafe, via
online reporting methods or by telling a trusted adult, such as a parent or teacher.

Explain to children that because our body belongs to us, we must ensure that we do not share
this with others online or those we do not know or trust. Before they can be withdrawn, it is
possible that such images may be downloaded, shared, and sent before this happens.

7. Wrap up the discussion by explaining that something that goes onto the internet basically
stays there, even if you try to take it down - the internet is ‘written in pen, not pencil’!

Key questions

e How quickly can information spread without using the internet?

* How quickly can information spread using the internet?

e What should you do if someone does not remove content when you have explicitly asked
them to? (Report to the platform or application, tell an adult).

8. Ask the children if they know how to report personal information concerns and where they
could get support with online privacy issues.

Stress that whatever has happened, there is always someone they can talk to, either a trusted
adult at home or at school or specialist organisations such as those listed on link: 'BBC Own It -
Places to get help.

Keeping personal information private

9. Ask the children to discuss in pairs what they know about how they can keep their personal
information safe whilst they are online.

Take feedback and use slides 16 and 17 to share ideas.
Independent activity - if time allows

10. Following the discussion, ask the children to choose one of the scenarios from the slide
presentation that the class agreed was not an okay way to share information. Hand out the
Activity: Letter template to each pupil. Ask the children to write a letter to an imaginary person
in that situation, giving them advice on what they could have done differently and what they
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should do now to get help.

Key questions

e What are the good things about sharing news/information using the internet?
e What are the risks of sharing things over the internet?

e How can we report any concerns we have about something we have experienced online?

1. Invite a few children to read out their letters. Emphasise that we need to think very carefully
before we share things digitally with other people as the information or media content can be
shared with many people without us knowing.

2. Finish by explaining that nothing on the internet is truly private. For example:

» The school network is monitored and even deleted emails can be recovered if there is a
problem.

e At home, the internet will probably have a parental filtering system set up that will alert
parents of any suspicious content.

e The wider internet is also monitored and nothing is truly private so the children should
always be aware of what they are sharing.

Key question

e Who can help us with problems online?

* share aware
* internet

* sharing
* social media

Pupils with secure understanding indicated
by: Understanding how quickly information can
spread on the internet and some of the risks
associated with that.

Pupils working at greater depth indicated
by: Understanding some of the longer term risks
of sharing information online and the people and
organisations that are able to offer support and
advice if something upsets them while online.

Pupils needing extra support: Some children
may need to work in a small group supported by
an adult to enable the discussion task. Could
use the more structured writing frame provided
on Activity: Letter template- support version. If
writing the letter isn’t a suitable task, children
could draw a cartoon with speech bubbles to
present their ideas or make an advice video
during the independent activity.

Pupils working at greater depth: Could
include a description in their letter of why the
behaviour caused a problem but without placing
blame, to show that they fully understand the
impact of sharing certain information online.
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