RSE & PSHE > Lower KS2 > Y3 Safety and the changing body
> Lesson 5: Fake emails
Primary

* To understand that not all emails are Have ready
genuine. * Presentation: Fake emails (see Main
* | can recognise when an email might be event).
fake. * Laptops or desktop computers (at least
* | understand that | shouldn’t click on links one between two pupils).
in an email unless | know what it is. * Link: 'CBBC: Real or fake news? quiz'.*
* | know what to do if | suspect an email is * Link: 'Interland - Be Internet legends
fake. game'*
Print
* Activity: Fake email reminder (see
Classroom resources) - one per pupil.

1. To start the lesson, email children the link to the . Explain that the children are going to
learn how to tell the difference between real emails and fake emails.

Ask them to work in pairs to discuss each news article and decide whether or not they think it
is real.

2. Discuss why someone might want to send a fake email. For example:

e To try and access your computer or your email account and take information.

e To trick you into sending personal information, which might allow them to access your
bank accounts or other important personal data. When someone sends an email trying to
trick you into giving them personal information, it is called ‘phishing’. The culprit is
literally ‘phishing’ for your information.

e Some fake emails just want to send more fake emails to your friends to cause annoyance
and frustration.

Key question

e Why do people send fake emails?

1. Explain to pupils that there are lots of different types of fake emails. Sometimes people can
get tricked by fake emails so it is always important to know what to do if something doesn’t
seem right.

2. Display the Presentation: Fake emails.


https://www.kapowprimary.com/

Show on your interactive whiteboard

3. Run through slides 2-6, which show some clues for spotting a fake email:

Slide 2: email addresses that are not spelt correctly, in the email address the letter
‘0’ has been replaced with a zero, ‘0’ so that it still looks as if it is spelt correctly.

Slide 3: spelling mistakes within the email, such as ‘How RU?’ and ‘funy’.
Slide 4: not calling you by your real name or using your full name too often.

Slide 5: too good to be true: fake emails can offer a free gift, a prize, or lots of
money, usually to trick you into sending money, or installing a virus onto your
computer.

Slide 6: attachments or links that come without explanation. Sometimes an email
will look as if it comes from your friend, but the scammer is ‘spoofing’ their email
account so that the email pretends to be from your friend. Often these emails have
a link to click on that downloads a virus to your computer or email account. Even
worse, your friend might have accidentally clicked on a link that has allowed the
hacker to send emails from their account.

It is also worth explaining that some fake emails look real so it is always worth checking with a
tech-savvy adult about whether they think it is real or fake.

4. If you think an email is fake, you can ‘mark it as spam’ and your email account will keep an
eye out for similar emails in the future to stop other people from getting a spam email too.

5. Fake email reminder Give each pupil a copy of the Activity: Fake email reminder and set
children the challenge of adding a visual reminder to each point to help them remember what
to look out for in their emails. This could be text, images or a combination of the two.

6. Warn the teachers Tell the class that we have heard that one of the teachers got caught

out by a fake email. Set the children the task of writing an email to all the teachers explaining
to them how to avoid scammers. Children must think carefully about the language they use in
their email and include bullet points and images to explain their points. They then send their

email to your email address.

Key questions

e What clues are there that an email might be fake?
e Who can we check with if we are not sure?

1. Look at the game on link: 'Interland - Be Internet legends game'. The game asks children
multiple-choice questions and rewards them with a certificate for successful completion. Ask
the children to work with a partner and discuss the different answers as they go along. Ask
them to write down any new facts they have learnt.



https://beinternetlegends.withgoogle.com/en_uk/interland/reality-river

2. Take feedback from the class on their key learning.

Remind children if they are ever unsure about something they should seek advice from an
adult they trust at home or school.

Key question

e What new things have we learnt about being safe online?

* phishing * fake
* real
Pupils with secure understanding Pupils needing extra support: Keep the
indicated by: Sending an email that Presentation: Fake emails visible on the board
describes some of the best ways to avoid for pupils to refer to during the lesson.
being tricked by fake emails. Pupils working at greater depth:
Pupils working at greater depth Encourage children to think about different
indicated by: Explaining in their email how ways that fake emails can be explained to
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emails and other fake emails. little experience of the internet. They can also
think about ways people can avoid getting
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